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Description

controllers ’ mULT

*Power Source Built:
*The CF Falco-controlling interests have a source capable of
charging your battery propria.

* autonomy:
*Controllers to be capable of supplying power to the entire
system of locks and readers eletromagnéticas.

*PoE Power System Option: The SCAIIP-CF-POE controller is the
only controller PoE in the world, capable of powering 2 locks and
4 readers directly without auxiliary power supply and battery
charger with built-in; (Using Hi POE - 30W) *

*Energy Monitoring:
*Monitor power AC / DC, and alerts the software. What a special
dispensation installing energy backbone for access control.

*Pear to Pear Technology:

*The controllers are devices P2P network. This allows controllers
to talk to each other and in turn save money when integrated
installation of fire systems, for example.

sAmong several other advantages, P2P technology becomes
operable controller offline 99.9%, not depending on the
communication with the server even for the proper functioning of
the Global Anti passback.

*Native TCP / IP:
*They are native controllers IP, which does not require wiring
connecting placase together by RS 485.



Description

Transaction Server
Service Site

VAULT Enterprise Site

SQL Server

Softwares

C\AULT

Program interface between controllers and the database. The
application is in us any site that has installed the Enterprise Vault
software.

He "sent" to the Database transactions, and there are recorded.
When the TS is "closed" transactions are stored in the controllers, so
that this information remain inaccessible to users. After reset
"communication”, transactions are automatically sent to the Data
Bank.

Note: The application is a service and it can work with windows on
Logoff.

Program interface between the user and the local database.

Through this program, we conduct registration cards, create rules,
issued reports and visualize local transactions.

Place where ALL the registered information store site:

Registration data

Cards

Rules (Access Group, Elevator, Antipassback ...)
drivers

schedules

transactions

Note: MS SQL Database Server



Softwares

(wnuLT

Description

Program interface between the Enterprise Vault site and the central
database. The application is installed only on the center handle.

- Note: The application is a service and it can work with windows on
Logoff.

Transaction Server

Service Cental

Program interface between the user and the Central bank data.
Through this program, we conduct registration cards, create rules,

issued reports and visualize all transactions local. At the core software
as we veer all transactions other sites and make any record .

VAULT Enterprise Central

Place where ALL the information recorded from all sites are stored:

Registration data

Cards
# Rules (Access Group, Elevator, Antipassback ...)

drivers
schedules
transactions

Centra| Database Note: Database MS SQL Server
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Topology
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Definition " > | mULT

This document uses the following definitions for central site and regional site:

Definition

Cloud/Central The cloud website that hosts and install the central application. Corporate
servers at the central site are typically contained within a data center control.

Reginal Site A location or place that hosts and install a subset of site application,

computers connected together by using a combination of LAN/VLAN and
Intranet links. A regional site is connected to a central corporate site by using al
Internet.

For purposes of this paper, a regional site can be one of the following: A site
located in a different region or country.

A site physically separated from the central site but otherwise well-connected
(such as a government agency or branch office).




Determine your project size / scope

When planning the installation , make sure you understand the no of site/branch to be link up , door controller , hardware ,
software and etc to be connected back and link to the central software.

VAULT Enterprise Central

Central Name

Central

No Of Site

No Of Controller

(Based on site controllers)

No Of Card

(based on total site cards)

UTC Time Zone

UTC +8 Malaysia

Server IP Address

10.52.122.10

Country

Malaysia

FDefault central software loginid = admin, password = admin, and the Site Name = Central
*You are not allowed to change and update the site code after link the Site/Central software together.

Site Name

No Of Controller

VAULT Enterprise Site

No Of Card

UTC Time Zone

Server IP Address

Country/Location

Userr Login

BANGSAR 50 500 UTC +8 Malaysia 20.55.122.11 Malaysia BSR
JAKARTA-V1 100 1500 UTC +7 Indonesia 30.52.122.12 Indonesia JKT1
JAKARTA-V2 60 1000 UTC +7 Indonesia 40.52.122.13 Indonesia JKT2

*The Site Name & User Login ID must be unique during the planning stage for the software installation.
*Proper setup and configuration are required before link up the site to the central software.




Planning

For

Customer j‘--’:.».:r WLI

Determine your project size / scope

When planning the installation , make sure you understand the no of site/branch to be link up , door controller, hardware ,
software and etc to be connected back and link to the central software.

VAULT Enterprise Central
Central Name No Of Site No Of Controller No Of Card UTC Time Zone Server IP Address Country

FDefault central software loginid = admin, password = admin, and the Site Name = Central
FYou are not allowed to change and update the site code after link the Site/Central software together, make sure you

VAULT Enterprise Site
Site Name No Of Controller No Of Card UTC Time Zone Server IP Address Country/Location Userr Login

*The Site Name & User Login ID must be unique during the planning stage for the software installation.
*Proper setup and configuration are required before link up the site to the central software.




Description Central with regional

Vault Cloud/Site Architecture : mULT

Vault Cloud Enterprise architecture and governance across your environment in the following ways
-On Vault Cloud Enterprise application, monitor and control all data from site or data control centre.

Vault Site Enterprise architecture and governance across your environment in the following ways
*On each site application, create parallel channel for collaboration, published data control, and door access information.

For example, RFID card registered (Created/Edited/Deleted) information or alarm at regional site more often will auto update back to
the cloud application.
The following illustration shows a two regional site server .

AULT
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r’rVault Enterprise Site A Vault Enterprise Site B\
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License &
VAULT
Software License
Vault Enterprise central software license are control based on the site server and
module available. Module here refer to feature available. Site Server here refer to

Vault Enterprise Site per server instance. Make sure you understand how and
what the module you need in order to enable and purchase the feature you want .

Module Description
Site Server No of Site Server to be linked at central system

Door controller <= 10 per site are free of charge, above 10 door

Door Controller : .
controller, license are required per controller

Fire Alarm Module By feature to be enable or disable

Global Antipassback By feature to be enable or disable

Fingerprint By feature to be enable or disable (ZK/VIRDI) limited model only By
Alarm feature to be enable or disable

LCD Module Lift By feature to be enable or disable By feature to be enable or disable
Module By feature to be enable or disable

Car Park Module By feature to be enable or disable

(Nuuo,Milestone, Digifort,HIK,Infinova,Geovision,ISS,Securos,Meritlili
Video Integration n,Exaqvision,Dahua)

By feature to be enable or disable
IO Module



Port
Requirement

Requirement



FIREWALL USED DOORS

installation . mULT

TCP DOORS = 1003, 1007, 1008, 2011, 2012

UDP DOORS = 2003, 2007, 32767, 2011, 2012



C\AULT

Port Requirement

When planning the infrastructure, ensure that port numbers used by Vault Enterprise Application, MSSQL, and IIS are
free to enable communication between those components.

The following is the list of default ports used by the Vault Enterprise application.

Port Used

Port No. Description

1433 MSSQL Server
80 Web access port to web door access system
1003, 1007, 1008, 2011, 2012 Controller event tracking
2003, 2007, 32767,2011, 2012 UDP port use for command communication with door controller
32767 Use for device health check and security access
ICMP PORT Communication with controller
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Server

Redundancy

Fail Over / High Availability

The purpose of Fail Over / High Availability is to provide resiliency within the primary system and planned downtime.
Switching to a redundant or standby system component (server, hardware component, etc.) upon the failure or abnormal
termination of the previously active system component.

You may want consider to provide this window clustering solution to your client depend on the project request and needs.

In clustered environment, vault central can be hosted on more than one server to provide redundancy.If a server within the
cluster crashes, you will not lost the control or access to the system, other available server will take up the role of the server
-
-r

that are down.
_:L ‘ -:;ﬂ
mary

Server Down

] A 3 ’
- v N s No 7

Inbound Traffic Failover — | [l =—)
Monitoring — -
“When Web Server A falls, your website is still avaliable Secondary Server
1o your visitors via Web Sarvar B which continues to Still Working

operate during the fallure,



Server

Redundancy

Proposed Solution &
Diagram
Enterprise Vault Central

Web Server (Front-End) - Two servers form as
a single virtual cluster with NLB to bring the
availability and scalability of Internet server
applications.

SQL Server (Back-End) — Two serversin
group of failover cluster farm provide high
availability and scalability to Microsoft SQL
Server, and TS servers. If one or more of the
cluster nodes fail, other nodes begin to provide
service (a process known as failover). In
addition, the clustered roles are proactively
monitored to verify that they are working
properly. If they are not working, they are
restarted or moved to another node.

Note : Try to contact the local microsoft certified
solution provider and share with them the
environment setup you need or contact us for
further information.

Tag : Enterprise Class Server, Storage &
Networking Solutions provider

Load Balancing

Web Server

Web Server

availability and scalability

/- AN

[ Windows Server F

ailover Cluster j

TS\SQL Server

TS\SQL Server

Primary DB

Secondary DB

)

plicate
biIitLGroup /




specifications

Hardware
Specification



specifications

Hardware Specification

(OwnuLr

Food for Lock
Max. 12VDC / 1A

Battery Charger 12V / 7Ah (Max.)

VAC power input

Range: 14 ~ 15 VAC

Relay - Dry Contact

- N.A - 250Vac / 10A
-N.C-250 VAC/ 7A

\ 10Mbps Full Duplex

Feed Readers

Max. 12Vdc / 500mA

Feed Readers
Max. 12Vdc / 500mA
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CECEIE Two Door Controller

Diagram
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TAMFER TAMPER TAVPER TAVPER
GED &ED (€13
_— -7 _— -
N o AAET S
R —1] "/._/v —  \ak .. G-
- e - - —— )
29 9 = I EEEE _//\__ Door Sensor
I
NNV
D N1 A2
,T— —)  —
BB _V;E ST RE Push Button Push Button
= il B < = M
EEFEFEFEEE o
Main Door Max E
(1D 0) 500 ma| OV
3 oI}
o Do}
DI
4 o0
00P1  NORMAL 3
me @ 2w
[i%
“ewo os]
= '8
RL2 =
IN2
my o
. 5 g havac Em-Lock 02
': + $1 Ma PWR - AC Power - =
1 [ X J AC =08 Supply o g O | Break

Battery

Observation: the total current of the controller must not exceed 12V @ 2A, independent of the output current of each circuit




Connection Controller POE Two Doors

Diagram

Entry Reader Exit Reader Entry Reader Exit Reader
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Observation: the total current of the controller must not exceed 12V @ 2A, independent of the output current of each circuit



Connection Car Parking Controller

Diagram

Entrv Reader Exit Reader
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Observation: the total current of the controller must not exceed 12V @ 2A, independent of the output current of each circuit



el Elevator controller

Diagram

Elevator Reader
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Observation: the total current of the controller must not exceed 12V @ 2A, independent of the output current
of each circuit



cor;)r;g;fgor: Alarm controller
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AC [Thiovac supply
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Observation: the total current controller must not exceed 12V @ 2A. independent of the output current of each circuit






Identifying the Firmware controller

Version
firmware

Modular resources

Nr. Barriers

S =Single
D =Two

Application

A = Gate
a=Alarm

T = Turnstile
P = Park

L = Lift

—"ﬁ

\ \l\lJLT

’o,—_-_l

communication
| = TCP/IP
U = UART

memory
F = Flash

E = EEPROM
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Requirements Application Server - Site WULT

Application Server - Server Transaction Service and Enterprise Vault Site

Simultaneous Hits on the Memory Operating System
RAM Recommended

controllers Processors' (upper
web (upper)

Storage***

Intel Core 15-3570K @ 3.40Ghz
Upto10 * 2 Intel Core 15-3550 @ 3.30Ghz 4GB Windows 7 Professional (x64) 250GB
Intel Core 17-3615QM @ 2.30Ghz

Intel Core 15-3570K @ 3.40Ghz
11 a 30* 2 Intel Core 15-3550 @ 3.30Ghz 4GB Windows Server 2008 R2 (x64) 250GB
Intel Core 17-3615QM @ 2.30Ghz

Intel Xeon E3-1280 @ 3.50 Ghz
Intel Xeon W3680 @ 3.33Ghz
31290 ** 5 Intel Core 17-970 @ 3.20Ghz 8GB Windows Server 2008 R2 (x64) 500GB
Intel Core 17-2700K @ 3.50Ghz
Dual Xeon E5620 @ 2.40Ghz

Intel Xeon E5-2670 @ 2.60 Ghz
superior a 99 ** 5 Dual Xeon E5-2670 @ 2.60Ghz 16GB Windows Server 2008 R2 (x64) 27TB
Dual Xeon E5-2640 @ 2.50Ghz

*For sites with up to 30 controllers can use a single server for database and application.
** For sites with more than 30 controllers must use a server to the database server and one for the application.
*** Disk capacity must be topic under analysis case by case.




Server Database - Site

Requirements

Database Server for Enterprise Vault Site Software

Storage***
Simultaneous Hits on . Memory Operating System
controllers the web Processors' (upper) RAM Recommended Database
DEIELEN]

Intel Core 15-3570K @ 3.40Ghz .

Hasta 10* Intel Core 15-3550 @ 3.30Ghz 4GB |Windows 7 Professional (x64) ?]f'r':;c‘;f::;)sm Express 250GB 250GB
Intel Core 17-3615QM @ 2.30Ghz
Intel Core 15-3570K @ 3.40Ghz Microsoft SQL Server 2008 R2

11 a 30* Intel Core 15-3550 @ 3.30Ghz 4GB Windows Server 2008 R2 (x64) Standard 250GB 250GB

Intel Core 17-3615QM @ 2.30Ghz
Intel Xeon E3-1280 @ 3.50 Ghz
Intel Xeon W3680 @ 3.33Ghz Microsoft SQL Server 2008 R2

31290 ** Intel Core 17-970 @ 3.20Ghz 8GB Windows Server 2008 R2 (x64) Standard 250GB 500GB
Intel Core 17-2700K @ 3.50Ghz
Dual Xeon E5620 @ 2.40Ghz
Intel Xeon E5-2670 @ 2.60 Ghz )

superior a 99 ** Dual Xeon E5-2670 @ 2.60Ghz 16GB  |Windows Server 2008 R2 (x64) 22;:3:?: SQl Server 2008 R2 500GB 2B

Dual Xeon E5-2640 @ 2.50Ghz

*For sites with up to 30 controllers can use a single server for database and application.

* ** For sites with more than 30 controllers must use a server to the database server and one for the application.
**** Disk capacity must be topic under analysis case by case.




Requirements Application Server - Central \J\ULT

Application Server - Server Transaction Service and Enterprise Vault Central

Simultaneous Hits on the Memory Operating System
RAM Recommended

controllers Processors' (upper
web (upper)

Storage***

Intel Core 15-3570K @ 3.40Ghz
Hasta 10* 2 Intel Core 15-3550 @ 3.30Ghz 4GB Windows 7 Professional (x64) 250GB
Intel Core 17-3615QM @ 2.30Ghz

Intel Core 15-3570K @ 3.40Ghz
11 a 30* 2 Intel Core 15-3550 @ 3.30Ghz 4GB Windows Server 2008 R2 (x64) 250GB
Intel Core 17-3615QM @ 2.30Ghz

Intel Xeon E3-1280 @ 3.50 Ghz
Intel Xeon W3680 @ 3.33Ghz
31290 ** 5 Intel Core 17-970 @ 3.20Ghz 8GB Windows Server 2008 R2 (x64) 500GB
Intel Core 17-2700K @ 3.50Ghz
Dual Xeon E5620 @ 2.40Ghz

Intel Xeon E5-2670 @ 2.60 Ghz
superior a 99 ** 5 Dual Xeon E5-2670 @ 2.60Ghz 16GB Windows Server 2008 R2 (x64) 27TB
Dual Xeon E5-2640 @ 2.50Ghz

*For sites with up to 30 controllers can use a single server for database and application.
*** For sites with more than 30 controllers must use a server to the database server and one for the application.
o*** Disk capacity must be topic under analysis case by case.




Server Database - Central

Requirements

Servidor de Banco de Datos para el software VAULT Enterprise Central

Storage***
Simultaneous Hits on . Memory Operating System
controllers the web Processors' (upper) RAM Recommended Database
DEIELEN]

Intel Core 15-3570K @ 3.40Ghz .

Hasta 10* Intel Core 15-3550 @ 3.30Ghz 4GB |Windows 7 Professional (x64) ?]f'r':;c‘;f::;)sm Express 250GB 250GB
Intel Core 17-3615QM @ 2.30Ghz
Intel Core 15-3570K @ 3.40Ghz Microsoft SQL Server 2008 R2

11 a 30* Intel Core 15-3550 @ 3.30Ghz 4GB Windows Server 2008 R2 (x64) Standard 250GB 250GB

Intel Core 17-3615QM @ 2.30Ghz
Intel Xeon E3-1280 @ 3.50 Ghz
Intel Xeon W3680 @ 3.33Ghz Microsoft SQL Server 2008 R2

31290 ** Intel Core 17-970 @ 3.20Ghz 8GB Windows Server 2008 R2 (x64) Standard 250GB 500GB
Intel Core 17-2700K @ 3.50Ghz
Dual Xeon E5620 @ 2.40Ghz
Intel Xeon E5-2670 @ 2.60 Ghz )

superior a 99 ** Dual Xeon E5-2670 @ 2.60Ghz 16GB  |Windows Server 2008 R2 (x64) 22;:3:?: SQl Server 2008 R2 500GB 2B

Dual Xeon E5-2640 @ 2.50Ghz

For sites with up to 30 controllers can use a single server for database and application.

** For sites with more than 30 controllers must use a server to the database server and one for the application.
*** Disk capacity must be topic under analysis case by case.
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Requirements Software Requirements § WLT

Software Requirements for the Enterprise Vault software Site / Central

Operational systems approved Softwares and Tools Needed Approved browsers

Microsoft Windows 7 Professional SP1 (x86/x64) Internet Explorer 11 (Con integracién CCTV)

Microsoft Windows Server 2008 R2 (x86/x64) Microsoft Internet Information Service 5.1 o superior(lIS) Mozilla Firefox versién 31.0 (Sin Integracién con CCTV)
Microsoft Windows 8 Professional (x86/x64) Microsoft .Net Framework 4.5 Google Chrome versién 36.0.1985.143M (Sin Integracién con
Microsoft Windows 8.1 Professional (x86/x64) CCTV)




Requirements Application Server - Central \ \AUI_T

Cloud Hosting Provider

&£»

" amazon

® websersces>

(_ Alibaba Cloud

aliyun.com

% Can be accessed anywhere remotely s VM Cost/ OS/ IP / Memory / CPU / GPU
< Eliminates IT infrastructure needs < 10T Hub
+ Load Balance

“* N Tier Regional
+ Data Storage (Backup & Restore) % SQL / Azure SQL

* Redundancy availability (Easy Recovery)

** Reduces problem with virus / malware ++ HDD/ SDD / BLOB DB
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SOFTWARE INSTALLATION

Installation

1) The user must first make the installation of Net Framework 4.5,
2) which can be searched on the Framework folder.

. Data

. DLL File
Instalagdo do NET Framework 4.5.2
Fl P Sl | 5 Aceite os termos de licenca para continuar.,

| Framework

1 1 .NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS PARA
R HDtFI:{SItE 1 '{:I 0 MICROSOFT WINDOWS OPERATING SYSTEM

IF' LITl Ll I '|||' A Microsoft Corporation (ou de acordo com o local onde vocé
reside, uma de suas afiliadas) licencia este suplemento para vocé.
Caso tenha uma licenga de uso do software Microsoft Windows

| S'ELE}{P H.ESS operating systemﬂ[om"soﬂwar?"), }rocé podﬂera’_ usar este_

J Transa CtICI'FI Sewer [w]Eu i’ e aceitei os termos do contrato. = 1"
'

Tamanho estimado do download: 0ME
| WEb Tempo estimade de download: Conexdo Discada: 0 minutos

1 Banda Larga: 0 minutos

#3 dothetFxd.5.2-x86-x64-AllOS-ENU ) Cancelor




SOFTWARE INSTALLATION

Installation

2) Wait until the entire installation without errors install.

Progresso da InstalacSo
Aguarde enguanto o NET Framework & instalado.

Instalacé@o Concluida

N O .NET Framework 4.5.2 foi instalado.

Microsoft®

Verificacdo de seguranca do arguivo:

Todes os arquives foram verificados com éxito,

Progresso da instalacdo:

Instalando .MET Framework 4.5.2

Cancelar




SOFTWARE INSTALLATION

installation

3) In the installation folder, click SETUP.EXE. Use the option to install as a system

administrator.
%] Microsoft.5ql5erver.5gqlEnum.dll VAULT ENTERPRISE SITE
RegisterhetworkClientLib32 i il
RegisterMetworkClientLibgd i eletioes Wity

Thank you for choosing our product , follow the instruction below to continue your installation.
@ HEpairN EtWﬂrkHEglEtf}'aE Make sure you turn off UAC account before start. Turn Off Now

Web Server

# ] RepairMetworkRegistry6d IS Web Server
<
-

| Setup.exe V] S4L EAPRESS 2005
Database Installation
‘H SEtUFl' VAULT ENTERPRISE SITE

TIransaction Server

B Setup.vshost

Quit | mext

Copyright 2000-2014 FIPS




installation

SOFTWARE INSTALLATION

1) Click Turn off to disable the UAC now.

Installation Wizard

Thank you for choosing our product , follow the instructippbalescto continue your installation.
Make sure you turn off UAC account before start. @

Web Server

2) Install the software and select the Leave UAC Off.

Welcome to the TweakUAC Setup
Wizard

Thin wil et Tweak UAD verson 1 0 on your compuiar

15 moommended that you close o other appications before
contnung

Ohck Neot fo cortrwe, or Cancel to et Setup

Completing the TweakUAC Setup
Wizard

Setup has frished nataling Tweak UAL on your computer. The
appdcation may be launched by salecting the installad icons

Chck Frwh to et Setp

COwnuLT

-y TweaklAC

Tum User Account Con

® Leave UAC off
This will leave UAC completely disabled.

This will enable UAC, but suppress the eleyaston prompts
for the admunistrators. (Windows restart required)

() Tumn UAC on
This will enable the full UAC functionalty. (Windows restart
required)

(V) More infermation




SOFTWARE INSTALLATION

installation

1) For the Operation of Enterprise Vault, 2) Select your operating system

the Internet Information Service (IIS) -
must be installed. Click Install Now IIS _and Wal_t for the end of the
Web Server to install. installation.

VAULT ENTERPRISE SITE

165 Windows Server 008

Instalabon Wizard S Wdews 3 115 Wredsws Seve 2112
Thank you for choosing our product , follow the instruction below to continue your installation,
Make sure you tun off UAC account before start,  Turn Off Now

Web Server

f:l Oatabase Installation

[V} Transasticn Serves

Web Server

115 Web Server a




SOFTWARE INSTALLATION ~ /~ a9
\AAULT

installation

1) Select all options, and click Next.

Option
i 3) Installing SQL SERVER
EXPRESS 2005.

L
Database Installation
VAULT ENTERFEISE SITE
Transaction Server _.J Microsoft SQL Server 2005 Setup @
Installing Prerequisites
Installs software components required prior to installing SQL
. Server. ;
2) Select where you want to install
SQL Server Component Update wil install the following components -
required for SQL Server Setup:

the database and click Next.

=+ Microsoft SQL Native Client
Microsoft SQL Server 2005 Setup Support Files

Database Configuration

Cornputer Mame :  FEENANDO—PC
Operating System : Microsoft Windows 8
05 Yersion : 6. 2. 9200 Configuring components...

DB Server Mame :  |FERMANDO-PC\SQLEXPRESS

Back Cancel




SOFTWARE INSTALLATION

installation

4) At the end of the installation, verify 5) Installing the Enterprise Vault Site
that all items are installed correctly. software. Click Next to install.

m Microsoft SQL Server 2005 Setup 1

Setup Progress
The selected components are being configured

Welcome to the VAULT ENTERPRISE SITE Setup
e | Wizard

Product | status | The installer will guide you through the: steps required to install VAULT ENTERPRISE SITE on wour

§ i computer.
@SQL Setup Support Files Setup finished
(»)50L Native Client Configuring components. ..
SOL WSS Writer

SQL Server Database Services

—Status WARMIMG: Thiz computer program is protected by copyright law and international treaties.
: Unauthorized duplication or distibution of this program, or any paortion of it, may result it severe civil
Copying new files - F ; g :
or criminal penalties, and will be progecuted to the marimum extent possible under the [aw.

File: msmd.h, Directory: C:'Program Files\Microsoft SQL Server\90\SDKMNd. ..; 37774

Cancel < Back

<< Back | ek == Cancel




SOFTWARE INSTALLATION

installation

6) Select the DefaultAppPool Application
Pool option and click Next.

Select Installation Address Installation Complete

A

The installer will install YAULT ENTERPRISE SITE ta the following web location, el ERMERIRFELE B2 o reansreaesdily ke e,

Toinstall ba this web location, click "Mext". Toinstall to a different web location, enter it below. Cliels "z o it

Site:

| Default Web Site W | Dizk Cost...

Yirtual directory:

|W\ULTSITE

Application Poal:

| DefaultdppPool /

Cancel




installation

Wizard

Welcome to the Transaction Server Service Setup LA

=€

The inztaller will quide yau through the steps required ta install Transaction Server Service on your
computer.

WwIARMIMNG: This computer program iz protected by copuright law and international reaties.
Jrnauthonzed duplication ar distribution of this program, or any portion of i, may result in zevere civil
or criminal penalties, and will be progecuted to the masimum extent pozsible under the law.




installation

9) EVERYONE Select the option and
click Next.

Select Installation Folder Installation Complete

DI

The inztaller will ingtall Tranzaction Server Service to the following folder. Tranzaction Server Service has been successiully installed.

Toinstall in this folder, click "Mext”. To install to a different folder, enter it below or click "Browse". Click "Cloze" to exit.

Faolder:

C:\Proaram Files [#BE]\SCAIIPYT ransaction Server Service’, Browze...

Install Transaction Server Service for yourself, or for aryone who uses this computer:

(®) Everyone Pleaze uze Windows Update to check for any critical updates to the MET Framewaork.

Cancel | |

Cancel Cloze




SOFTWARE INSTALLATION

installation

11) Click to register DIl Sim necessary to 13) The facility is enclosed. Click Finish.
Vault solftware work with the controllers.

A adicdo de informacgdes pode alterar ou excluir um valor acidentalmente e fazer com que os
componentes parem de funcionar corretamente. Se vocé ndo confia na origem dessas
informagdes em RepairMetworkRegistrybd.reg, ndo as insira ao registro.

Tem certeza de que deseja continuar?

VAULT ENTERPRISE SITE

Pizase wat whis the aystem configure end gusde you for fhe mmanng setup..
Succass 10 confgues the nealstion deta

hetalieyg VALLT ENTERPRISE SITE Managenert Systemn
Instalieg Transaction Server

12) Check if the registry was made s

the
Firishing SQL EXPRESS 2004

netplaton Completad
successfully.

As chaves e os valores contidos em RepairMetworkRegistry®4.reg foram inseridos com éxito
no Registro.




installation

SOFTWARE INSTALLATION

11) Where is hacinedo a software update, we then updated the database structures.
Open the installation folder and locate the folder HotfixSite 1.0. Click Hotfix FIPS.

| Data

.. DLL File

. FIPSIS

| Framework

. HotfixSite 1.0

. IPUTILITY

. SOLEXPRESS

| TransactionServer

. Web

D

| Hotfix FIPS

| Hotfix FIPS.exe

&| Hotfix FIPS

"] Hotfix FIPS.vshost

| Hotfix FIPS

45 main

|%| Microsoft.5ql5erver.BatchParser.dll
|%| Microsoft.5ql5erver.Replication.dll
|| M5Update

i sqitut

Authentication

SQL SERVER Database
Server List : Emﬁiﬁ@ b

(®) Use SQL Server authentication
Login Name : |sa

Password :

Please wait while the system configure and setup your database...
This process may take 3-5 minute to complete.

Initial and update all the required data structure. ..
Success to update the data structure.
Data migrate successful .

Of post success

Finigh
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C\AULT

If the installation is divided in two servers, an application and a database, we must
change two files connection to the database, they are:
*TransactionServer.exe.config

C:\Program Files (x86)\VAULT\Transaction Server Service\

%] SOLDMO.DLL

%] stdole.dll

e TransactionServer

mj TransactionServer.exe
] TransactionServerService

| TransactionServerService. exe

*Web.config
C:\inetpub\wwwroot\VAULTSITE\

[#] Shortcut to Web Application Folder
(=] siteEdit

=] SiteManager

(E| SystemConfig

| Web



Archivos "*-,;-__ WLT
TransactionServer.exe.config

C:\Program Files (x86)\VAULT\Transaction Server Service\

<fsetting>
<setting name="FWVMSConnStr" serializelfis="String">

<valuerserver=_\SQLEXPRESS;uid=sa;pwd=passw@rdl1234:database=VisDB</value>
</setting>

<setting name="ConnStr" serializeAs="String">

<valuedserver=_\SQLEXPRESS;uid=sa;pwd=passw@rdl1234;database=DataDBEnt</value>
</settingz

Server = Database \ Instance
Uid= user database

Pwd= user's password database
Database= Name of the database



_VAULT
Web.config

C:\inetpub\wwwroot\VAULTSITE\

<add key="CamServer" wvalue="N"/>»
<add key="GT" value="No"/>

Server = Database \ Instance
Uid= user database

Pwd= user's password database
Database= Name of the database
*CamServer= Camera server

N = NUUO

M = Milestone
V = Verint

D = Digifort

*Check cam server version for integration



Beginning
with Enterprise
Vault Site




1) Open the shortcut Service Transaction Server software.

Setting  Help

@ &) 4 @ X )
- - ; terga-feira, 19 ago 2014 16:14:29
Reset | Start Stop | Live Transaction DoorStatus Sync Date Exit !

L

D me Unit No Card Mo Transaction

2014/08/19 15:56:50 FFFFFFFFFF Transaction Server Service Started
2014/08/19 15:55:25 FFFFFFFFFF Transaction Server service not st...

Status : Online




Site/Cloud Synchronize Data

3) Go to setting > Preference

Q@ VAULT ENTERPRSE SITE Trarmsaction Servee 5.2

Setbng | Hep

Update Controler Date 4

Stop Senices
Clear Event Door
Databaze Martenance
Preferences
import Tecl

Oata Recovery Tool

4) Under Enterprise Server tab
5) Enable server connection
6) Enter Cloud IP and web port no

&8 Preferences
Emerprise Server  Emall Notification  SMS Notfficstion  System Setting  FVMS Irmnae

Seaerver Configuration
[4] Enable server connection
nterprise Server P 1 [13.76.68.62 (Cloud 1P) |

Web Port No : [0l ) ' ]

Sync Transaction Withou

C\AULT



7) Click OK when the server connected

Transaction Without Prov

er Connection Te
o Server Connected |

8) Click Yes to connect to server and sync data

Data Sync X

Do you want to perform the data update immadiately ? This will immediate
connect to server and sycronize the data.

,

9) Open (Cloud IP add)/vaultcentral
10) Default ID and Password is admin
11) Login to confirm data is sync

VAULT



(wnuLT

12) Open (Cloud IP add)/vaultcentral
13) Default ID and Password is admin
14) Login to confirm data is sync

bage Screms < GAULT EMTERPRISE CENTRAL

NAULT

15) All site are differentiate by site code

Card User List
“ Famws Care

W Bamh Acd rA Ban " Owiein - Uann
Site Code - ¥
Cmrd ™ - MNarrw -
|
v Site qode David PC Site

V000 L2 uds

aa SZite Jode: Qrra

pooooswana

- Site ode: OFFIOMN

00000459422

Site ode| siteklaoflfice
0oo0o03Ia310

QOISUBanUn Corotimide
389751897 mess)

MO1IGO22277




Login and Password

16) Open the Enterprise Vault Shortcut Site software.

Ay

17) Use the Login: and Password vault: vault (standard)

Login Screen - VAULT ENTERPRISE SITE

WAULT = =

Login ID ¥ || |

Enter you Login IC

Faszsword :* | |

Enter your password

2014 @ Copyright by VAULT
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Site Management

5) After login, the user has to add their site information.
Important: You must add the code of the site. Once recorded, you can not change the code
of the site.

Gestion del Sitio

J Configuracion del Sitio |

Tipo de Usuario:™ | |

Sitio Descripeién: | SAO PAULO

GMT del Sitio:* | (UTC-03:00) Brasilia |~

Sitio Puerta No:* | 2003 |

Modo de Lectura:® |3 |v|

Tipo : o Red ) MDVR

URL: | |
ID del Login: | | Contrasefia de Login: |
Pais:* | Brazil | - |

Direccidan: |Alameda Santos, 274 |
Complemento: |A|:ltn. 200 |
Ciudad: | 0SASCO | Provincia: |SAO PAULO |
Codigo Postal: | 08980-123 | Correo: |fernandn@vauﬂ:br.oorn |
Reserva: |011-38467067 | Ramal: |234 |
Fax Mo: | |

Persona de Contacto: | Fernando | Mévil: |011-99999999 |
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software




Add user software

6) After login, the user has to add their site information.
Important: You must add the code of the site. Once recorded, you can not change the code

of the site.
Q9
s User List
m User Type
User Type
& Mew &% Edit B Delste 4 Back & Pdf & M

Drrag a column header here to group by that column

Drescription

N 1 Enterprise System Admin Enterprise System &dmin

Here you can add new types of users with permissions distinct.



Add user software

User Type

Type of user
User Type: |OPERATOR

Description: | |

J General Module | Tool & Other |

] & [] view [] Add [] Edit [] Delete [] Export
Site Manager F
Card User

Temporary Card
Temporary Access )
Temporary Card Reserv List permltS
Controller /

Time Zone

Time Set

Lift Access Interval
Holiday

Alarm holiday

Floor Plan

System User

100000 0OooOoOoo0oOogao
1000000000 00o0gao
1000000000 O0Oo0go
100000000 OooO0o0On

100000 0gooOooOooOogao

System User Type




Add user software

System User

User Detail

User Login ID : |FALCO |

Login Password: |-uu |

User Role: Enterrise System Admi n

Site Code: | | |

é(! User Management A

a User List [] User must change password at next login
m User Type [[] User cannot change password
Password never expires
‘ [[] Account is disabled
User List
& New [ Edit ® Delete ¥ Dack B Pdf s

Drag a column header here to group by that column

| Mo User ID
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user software




Add Tenant user software

6) After login, the user has to add their site information.
Important: You must add the code of the site. Once recorded, you can not change the code
of the site.

’ n&i User Management A

n User List
s User Type

s User Tenant Access

Manage tenant subgroup user access right to system.

Tenant User Access List

i Mew % Edit B Dekete 4= Back "& Pdf ) ¥is

Drag a column header here to group by that column

Mo Login ID ¥ | Company Name

1 tenant complicated

Here you can add new types of Tenant users with few controls only.



Add Tenant user software

Tenant User Access Tenant ID and
Uzer Datall / PaSSWOrd

Selected Controller
only

Save and User is /

ready to Login to
the software

C\AULT



1)

2)
3)

Open any web browser such as,
Internet Explorer, Firefox, Google
Chrome, Safari.

serverlP/vaultsite/tenant/Login.aspx

Login with your Login ID and
Password

INITIALIZE & LOGIN

@ 192.168.9.9/vaultsite/tenant/Login.aspx

Login Screen

WVNAULT

Login ID :* |

Enter you Lo

gin IC

Password := |

Enter your

2019 © Powerad by VAULT

password
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Adding a controller

Controller List
@ New Controller % Add Ext # Manual Il [ Edit B Delete & Pdf ] Xi=

o Add ID 0 controller using the automatic search for the Broadcast command.
@ Add ID 1 controller using the automatic search for the Broadcast command.

@ Add ID 0 or 1 controller using UDP unicast.

@ Edit controllers.



Adding a controller

Adding one controller / expansion automatically.

Metwork

Controller Detected ; 192.180,0,99 . Changs the satting to your desired network configuration and press next to continue,

4SETA1 o 0 . IP Address™ [192.188.0.59 |
192.063,056 02621 43.164,54 RS.91.84855F] 0 0 . Mac Addrass:* [0.0.21.74.213.08 | Flrmware:* [T5.90.6403TFI |
192,063,050 03631531330 RS.$1.8ADGLT 0 o . Zateway:® [152.168.0.1 | Subnet Mask:*  |285.2585.285.0 |
152168,0351 | 026218321251 RS.31.4485a0 o 0 bl = ‘ Server IP Address:® |192.188.0.140 | Dest TCF Porti* [ 1008 |
192 S220011124200 | R5.9SS300AF . FRE IP™ [255.255.255.255 | SRC UDP Port:* [2003 |
192.168.0.25¢ TEIRSI0AH D 9 w Info Desk 1P * |:.1.-:..-:.:;.-:.-:.'.;.-=.-=. 25 | Info Desk Port:® |'.mn:1 |

ot ) .

192:163.0.44 0 f I
; - | next=x |

Canoelar

Notas ; Por faver, espere encuanto los datos son procesados en el ssteona, No
oprvna al betdn Volver o cerre hasta que termeme,



Adding a controller

@» Adding one controller / manual expansion.

E&mtmller Wizard

Fleaze enter the controller IP Address yvou want to register. Door Wizard w

Controller IP Address :[192.168.0.99 |

Controller Type : Main Bus] M

Ewtension Bus

ENetwark

Controller Detected : 192.168.0.99 . Change the setting to vour desired network configuration and press next to continue.

1P Address:* |192.168.0.99 | @ -
Mac Address:* [0.0.21.74.213.99 | @ = Firmware:* | T5.99.6A9STFI | @ =

Gateway:* |192.168.0.1 | O ~ Subnet Mask:* | 255.255.255.0 |

Server IP Address:* [192.168.0.140 | @ - Dest TCP Port:* | 1008 |

SRC IP:™ | 255.255.255.255 | SRC UDP Port:* | 2003 |

Info Desk IP:* | 255.255.255.255 | Info Desk Port:* 2003 |

| <<Back || Next>> |



Adding a controller

Adding a controller
1) Adding a controller / manual expansion.

General Module.

Controller Profile

192.168.0.99 :

J Controller Details Alarm Config 10 Config

Controller Name:* |MAIN DOOR |

Description: * |MaIN DOOR |
Site Control:* | | | Unit No:* | | . |
IP Address: | | Mac Address: | |
Controller ID: |EI H Firmware: | |

Controller Status Active

Controller Type

alarm: [ yo: [OJ Lift: [
Lco: [ Rack: [C]




Adding a controller 4 \”\ULT

2) The menu and other tools.

152.166.0.99 :
| Controller Details | Setting | Metwork Configuration | Camera Setting | | |
— Controller Configuration

Open Time (s) : @ H ) Releaze Time (=) ! (=1F *®
Open Time (5] |5 | Releaze Time (=) : |2 |
Lock Release TZ: |EIIII |v| Push Button TZ: |IZI]. |v|
Antipassback: |EIIII |T| Global Antipassback Group: |Disable |v|
Rack Control: | 1-16 |v|

Open Time : How long can the door be left open until an alarm is generated.

Release Time: time relay control lock.

Lock Release TZ : Can be programmed a TZ for the lock becomes unlocked for that time period. 00 -> Always
shut / 01-> Always released.

Antipassback: Each parent has antipassback location that can be enabled by TZ. (anti dual input / dual
output).

Push Button TZ: TZ to release the door by Button (00 -> Always disabled / 01-> Always enabled).

Global Antipassback Group: When we have more than one way to enter / exit a room and want to make the
control antipassback, you must create a group with controllers belonging to this environment. Ex .: Group
turnstiles reception.

Control of Rack: Only used for Rack controllers.



Adding a controller 4 \”\ULT

3) The menu tools and other.

— Mode
Fire Alarm: [[] Enable Guard Tour: ] Enable
Buzzer Door Release:  [| Enable Card Lockout: [[] Enable
Auto Pin Access: [[] Enable Report Mode: [[] Enable

Emergency Card Mode: [[] Enable

— Card & Pin
Card & Pin : [C] Enable
Card & Pin Entry TZ: (00 = Card & Pin Exit TZ: |00 =

Mode

*Fire Alarm : Enables parent to be part of a group of fire.

*Open Door Buzzer: Enables or disables buzzer during Lock Release TZ.

*Acceso Auto Pin: Enables password function to the parent. Passwords up to 10 pre-programmed by the parent.
*Guard Tour : Enables guard tour controller .

*Card Lock : Blocks user card after 3 attempts to circumvent the antipassback.

*Report Mode : Writes markings point in text format, separating them by day.

*Emergency Card Mode : special card, when touched onto a reader on a specific controller, will trigger the “security off”
Card & Pin

*Card & Pin: Enables dual authentication for card use and password. (* Keyboard should work in Rosslare format)
*Card & Pin Entry TZ : set the time to enable card and pin mode by TZ for the entry reader.

*Card & Pin Exit TZ: set the time to enable card and pin mode by TZ for the Exit reader.




Adding a controller ULT

4) The menu and other tools.

— Dual Card Mode

Dual Card: [C] Enable

Entry Reader Dual Card TZ: |UD |'| Exit Reader Dual Card TZ: |UD |'|
— Pin No

1.) Pin No: | 0000 TZ: 6.) Pin No: |0000 TZ:

2.) Pin No: | 0000 TZ: 7.) Pin No: |0000 TZ:

3.) Pin No: | 0000 TZ: 8.) Pin No: |0000 TZ:
4.) Pin No: | 0000 TZ: 9.) Pin No: |0000 TZ:

5.) Pin No: | 0000 TZ: 10.) PFin No: | 0000 TZ:

Double Authentication Mode

Double Authentication : Enables dual authentication to the parent. This feature is specific to the firmware_T5.96DAFI.
*Entry Reader Dual Card TZ: Enables authentication for double entry into a particular TZ configured by the user.

*Exit Reader Dual Card TZ : Enables authentication to double Exit in a given TZ configured by the user.

Pin No

Per controller, we can have up to 10 pre-programmed passwords for access in a particular time zone. To use this feature
you need to use a keyboard and enable Acceso Auto Pin mode.




Adding a controller

5) Config Network Configuration
192.168.0.99 :

— Metwork Configuration Alarm Config 10

IP Address: |192.168.0.99
Mac Address: |L'I.L'I.21.?4.213.EIEI Firmware: |T5.EIEI.EAEISTFI
Gateway: |192.168.0.1

Server IP Address: |192.168.0.140 Dest TCP Port: |1008

SRC IP: | SRC UDP Port: |

|
|
Subnet Mask: | 255.255.255.0 |
|
|
|

Info Desk IF: | Info Desk Port: |

IMPORTANT

After modifying the parameters of the parent network, the user must click the Set Network Configuration to the

new parameters are sent to the controller.
To learn the current configuration of the network controller, the user must click on the Retrive Network Setting



Adding a controller

5) Camera Setting

192.168.0.99 :

Enteramera:|Nu|I u |Nu|| u |Nu|| u
Ewit Camera: |Nu|| u |Nu|l u |Nu|l u

You can add a camera input and output for each parent, so that when the access is kept a log of the event with video.
(Images are always stored in the CCTV server.)
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RFID Read Mode

Settings

* Reader Mode needs to be configured to work under differer
installer if you not sure how it works.

PEEGEICLEEYRI0S - Wiegand 34 bits (wit |v|
01 - Wiegand 26 bits (without facility code) =
02 - Wiegand 26 bits({with facility code)

< Tool & Settings

Metwaork Mode:

03 - Wiegand 34 bits (with facility code)

Hardware Modd 04 - Wiegand 34 bits (without facility code)
05 - Wiegand 42 bits (without facility code)
06 - Weigand 34 bits (with 5 Digit Card No)
07 - Weigand 32 bits (with 5 Digit Card No) =

s Controller Control

m

s Controller Alarm & 10 Control
s Card Utility Parity bit (ewver]
s Download Utility Total bits - Par
s Upload Utility

I m RFID Reader Bit Ccnfiguraticrl
s LCD Meszage Control

= Event Configuration Protocols available to controllers:
m System Setting

*Wiegand 26, 32, 34 or 42 bits
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0N

Control Panel

4

Controller Management

s Controller List

|- Time Set

m Time Zone

m Lift Access Zone

s Holiday

s Alarm Holiday

n IO Cutput Type

s [0 Output Trigger Group

Config.

Time Set

ot | Bes WD kB e Ee

Drag a column header here o group by that column

B TmeSetdo

¥ Time Intenval 02

¥ Tmelntenai 03

|

D 00 00:00 - 00:00 £0:00 - 00:00 00:00 - 00:00 Mo Agcess Time S
E 01 00:00 - 23:58 00:00 - 00:00 0000 - 00:00 Free Aocess Time et
Controller Time Set
J Timer Setting |
Time Set Mo:* | | i |
Description: | |
Interval 1 Interval 2 Interval 3
Hour Minute Hour Minute Hour Minute
From (00 |=l[oo || | From|oo  [=ljoo  [=| || From|oo  [={o0
To oo [=lloo J&| | To (o0 [gljoo [ | To |00 [0 |5

You can store up to 99 Time Set on the controller settings, and each can have up to three

valid intervals.




Configure. Time Zone ( N

Controller Time Zone

Time Zone

Time Zone Mo:¥ | | |
- Description: |Df'fice Waorking Hour

l Week Wiew

Monday: Friday:

2 B [ g
TUESday: Saturdav:
[02 u |00 - No Access Time Set H

s Controller List

Wednesday: Sunday:
m_Time Set [02 [=] |00 - No Access Time set [+
|- Time £one I Thursday:
m Lift Access Zone
s Holiday |02 u
s Alarm Holiday
n IO Cutput Type ‘
s [0 Output Trigger Group
. . Time Zone Ho : 02
In this example, the User TZ will
. . Day Time Set Nec Time Setting Value
be Monday to Friday working - = — T T
hours using previously created, Toestay w te00 170 | on0-onee [ oooo-oues
and weekend and holidays will — —————
default to 00 (No Access) level. Fotey w teo0 1700 | oo one [ onoo-ono
Satirday o 00=00 - 0000 0000 - D00 0000 - 00:00
Smnday L] 00:00 - 0000 0000 - D00 0000 - 00:00
|




Holiday

Holiday

J Holiday Detail |

Holiday Mame: | |

Site Code: | | |

Controller Management # » Date

m Controller List Manth — Da —

m Time Set From !

m Time Zone — -
Tao 12 /|25

m Lift Access Fone - -

I. Holiday I Time Set : |I:IICI - Mo Access Time Set H

s Alarm Holiday

n IO Cutput Type

s [0 Output Trigger Group

In this example, on 24/12 and 25/12 will be considered as a holiday. In this case, for visitors
and contractors. Employees to be obeyed their respective TZ.
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Access Level

% Group Management

m_Group Controller Access Lewvel

- I- Group Lift Access Level

m Group Global-Antipassback

s Group Fire Alarm
m Group Delete Card
m Group Emergency Card

4

Group Access Level

J Controller fAccess Setting |

w Group Mo: 01 (Total : 9 Controller) Group Access Mo:= |01 H
189 OFFA o1 o
Description: [FrEE ACCESS
ALARM
CONTROLLER OTF% e Site Code: | =]
BACK DOOR - : :
CONTROLLER ©=FFA o1 Controller Description Site Code Time Zone
BARRIER 189 OFFA o1 =
CONTROLLER =774 £l |
EMER-2 OFFA a1 ALARM COMNTROLLER TEST ALARM & LSO OFFA [o1 =
EMERGENCY OFFA o1 BACK DOOR BACK DOCR TESTING
CONTROLLER COMNTROLLER OFFA ER [-]
EMERGEMNCY
DOOR OFFA o1 BARRIER TESTING
CONTROLLER BARRIER CONTROLLER CONTROLLER OFFA [o1 H
LIFT 7 EMER-2 OFFA o1
conTROLLER =FFA il | =
MAIN DOOR OFFA o1 EMERGENCY OFFA. [o1 [=]
*»  Group No: 02 (Total : 1 Controller) EMERGENCY DOOR EMERGENCY DOOR TESTING N [0 =
CONTROLLER CONTROLLER
> Group Mo: 03 (Total : 1 Controller)
LIFT CONTROLLER LIFT TESTING CONTROLLER OFFA [o1 =
MAIN DOOR TESTING DOOR COMNTROLLER OFFA [o1 =

Add the controllers for each pattern group you want to create, placing their desired time zone for each parent. Can add up to
999 standard groups.
IMPORTANT: To delete an access level, we must clear the controller, delete the description and click Save.
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Card User

Control Panel .
Department List
l W Mew [ Edit % Delete W Pdf &l K

Drag a column header here to group by that column

Qa Data Maintenance 4
Department Code ¥  Description

n Department

a Card Type

s Company 0O 1 Department Department
m Position O 2 AD ADMIN

» Race ] 3 ACC ACCOUNT
n Title

First, we register all departments, types of word cards, company, office,
Nacionalidad and title, and then do the registration cards



Card User

Grupo de doble
autenticacion

Card User List

& Mew Card

% Batch Add
/
Add new card ‘

Card Info

X Dolkete = Back

Add batch of cards (Ex. 1-1000)

Name & Card number

Cordort | | /
=

. ard Name:™® | |
Releasing - |
Antipassback itz CU”:;'MLM B Rack Access Level

|Nurma| Card

Card Type:

/

Dual Card Group:

Card Expiry Status:

Dual Authenticatio
Group

=)

Expired Diate (dd-M-7

|Nun Master Card

Card Pin No:* |U | Fingerprint Mode: |FP‘
Bypass Antipassback: [C] Enable Alarm Card: [C] Enable
Guard Tour Card: [[] Enable Card Status: Enable

Rack Access Level:

|0CI - Mo Access Rack ZDHEH

Emergency Card Type: [C] Enable

Expiration Date




Card Profile

— Employment

Card User

Staff No: |

Title: [ Mr

NRIC No: |

EPF No: |
Department: | Department
Gender: |Ma|e

Date OF Birth (dd-MM-yyyy): |

Joining Date (dd-MM-yyyy): |1EI-1EI-2EIl4

Position: |I'~"Ianager
Passzport No: |

Socco No: |
Company Mame: |C|:|-mparw
Race: |Un|-s:n|:rw
Marital Status: |5ing|e

Resign Date (dd-MM-yyyy): |

— Contact

Address

Adjunct:

State:

City: |

Country: |

|
|
Postal Code: |
|
|

Email:

General information of cardholders




Card User

Configuring the group for The Apply button searches for
access the standard information group
01, for example.

Card Profile

Access Level

Door Access _
\ v
Group Access MNo: |01 H _ [ Custom Mode

Ex. -> 01 = Access 24 hrs

Site Code: | | |

Controller Description Site Code Time Zone

189 OFFA 00 H

ALARM CONTROLLER TEST ALARM & 1/O OFFA 0o H

BACK DOOR CONTROLLER BACK DOOR TESTING CONTROLLER OFFA [0o =]

BARRIER CONTROLLER BARRIER TESTING CONTROLLER OFFA [0o -]
Select controller Permits for Timezone

The settings of the user access level for each user are different.




Card User

We can have up to 5 custom fields for general use, to enable them, we should go

m System Setting

System Preference and Configuration

— Custom Field Setting
Enable: Field name: |TEST | Required field
Enable: [C] Field name: | | [[] Required field
Enable: [[] Field name: | | [] Required field
Enable: [[] Field name: | | [] Required field
Enable: [[] Field name: | | [[] Required field
Card Profile

TEST: | |




Installing /
handling
cards




Install card

2 Card Utility

— Card Details

Site Code: | | |

— Download Option

[[] Clear all existing card before download.

‘\ Tool & Settings

(@ Follow card user access right

(7) Delete card user access right
s Controller Control

(0) Free Access
s Controller Alarm & IO Control

Card Utility |
s Download Utility

m Upload Utility

Controller List

= RFID Reader Bit Configuration W Controller Description Site Code IP Address Controller ID
m LCD Message Control | || || || ||
m Ewvent Configuration O 189 OFFA 192.168.0.189 0
= System Setting [  ALARM CONTROLLER TEST ALARM & 1/0 OFFA 192.168.0.51 0
[]  BACK DOOR CONTROLLER BACK DOOR TESTING CONTROLLER OFFA 192.168.0.44 1

L o 3

=" Data Maintenance

Controllers available to Download.




|

Control Panel

Card User
Temporary Card

Temporary Access
Reserv Temporary card

Card Access Batch Update

Card Location Search

Manage the access level of the card

New access level to be
used for the group

Filter to change the access level of a
particular department / company

* Select the card range you want . Use the-flick filter to speed up your search and select the records you
want.

é

CardNo ¥ Name ¥ Department ¥ NRIC ¥ StaffNo ¥ Position

‘ D 0000039158  SELVI TECH 791202085254 001 Normal Sta
EE{Batch update of Cards

—Caxd Details

s |

’ C1 A% CONTROLLER TESTALAANG IO OFFa {08




Temporary Reserve Card

Control Panel

e |

Card User

Temporary Card

Temporary Access

|

|

|

m Re=zerv Temporary card

m Card Access Batch Update
m Card Location Search

Reszerv Card Detail b4

e} el [0000000000) |

| ok | cancel |

The reservation of temporary cards makes the operator can not use
this card for other purposes (eg. Visitor, employee, etc.)



Temporary Card

= . .
. =| Manejo de tarjetas -

® |Izyario de tarjetas

® Tarjeta temporaria

® Acceso Temporarno

B Tarjeta Tempararia de reserva

m Actualizacion de tarietas de Acceso en Lote

Temporary Card

User information

Card Detail —

Site Code: ‘ J//
isti : P @
= Card User Existing Card No: 0000039158 _

- TEI"I'IDCII’EH"}I" Card Staff Mame : SELWI

NRIC: 791202085254
= Temporary Access

Department: TECH

The date to be expired
for the Temp card

Reserv Temporary card
Card Access Batch Update — Temporary Card Info
Card Location SEEII'Ch Temporary Card No: ‘4598? |

‘ Expiry Date: |13/10/2014

Remark: |

Temporary Card

% New I Edit ¥ Return Card ® Pdf ] Xis il

Drag a column header here to group by that column

Used to return the card use
the employee

] SELVI 791202085254 TECH




Temporary Access Level

User informatierm™

Card Detail

Site Code: | | |
Existing Card No: 0000039158 K_ Tem pOfal’y Access Access
Staff Name : SELVI period

NRIC: 791202085254
Department: TECH
— Duration Time

Date From: [13-10-2014 B mime: [12 [][00 [x][am 2]
Date To:  [23-10-2014 B ime: [11 [x][59 [=][Am[x]
"

Remark: WACATION

s Card User

s Temporary Card

n LI'E mporary Access =

m Fesery ?empuraw card
s Card Access Batch Update
s Card Location Search

Door Access

Controller Description Site Code Time Zone

o ALARM CONTROLLER TEST ALARM & 1/O COFFA |UU H

Card Search T

¢ T Select the card yvou want . Use the quick filte ) -
Temporary permission

| 0000039158 SELVI TECH




Utiliti to
Download
and Upload




o] Tool & Settings

n Controller Control

m Controller Alarm & 10 Control

m Card Utility

m |Cownload Utility

m Upload Utility

m RFID Reader Bit Configuration

m LCDC Message Control
s Event Configuration

m System Setting

Utility Download

Antipassback, time to unlock, etc..

- moowrﬂoad utility

Within the command - Smudge there are
other parameter, such as Delete all cards,
memory clean, unlock card, etc.

Command used to send data from the database to the

Controller.

Clear Command

] Clesr alarm

[1] Clear card

[ Claar visitor Card

L] Clear antpassback

[] Clear ciobal-Antpassback
[ Claar L2t Zane

L] clear LCD

[Z] Clear Haroware Farameter
[ Clear Al Card Lockeut

L] Clear Specific Card Lockout
[ Clear Controter Memory
[ Clesr Rack Access Growo




Upload Utility

\AULT

Powered by FALCO

% Select the option below to upload the setting from controller,

Y :
« ' Tool & Settings

s Controller Control

s Controller Alarm & IO Control
m Card Utility

s Download Utility
n |Upload Utility

s RFID Reader Bit Configuration
s LCD Mes=age Control

» Event Configuration

m System Setting

Command used to check the data recorded in the controller.



Control of Barriers

° Select the option below to control your devices

Used to lock the
doors / barrieras /
after a fire alarm.




Floor Plan



Add / Edit a Floor Plant

Floor Plan

Detail

+
\__
“
i
IIII’.(_{B. 1 = (<
n Site Management #
Floor Plan Name:™® |OFFICE
= Site Management Description: |OFFICE
" IFlDDr SLEI I Site Control:* | LJ

m Floor Flan Cnline

Uplaad Image

Important: You must give full permission
ASTRSATRE R a2 oo 1000 et = (read, modify, delete, write) in the VAULT
S Enterprise folder so that the user can add
a floor plan.




Add / Edit a plant controller

Floor Plan [3]

Tool Bar

Door : [MAm DooR] ]

= X
Ok | | Cancel \ Save Close
‘ OFFICE
(] OFFA
&=

L B~ 1
=

(T Jelo8 ==

bom o y ' i :
| \ 'Iihll BARO r/
7 ‘ -
10 Input gh

: i .71
[
T EI: COMEDOR :ﬁ] w0 I0 Output | <

B z | gug Pﬂﬁ”m—@*
/

Alarm gh

Camera o

! [
1 ] E , !
|Ma:< . 600 x 1000 pixels




Floor Plan - Online

g
'T{mIBar "1 :

Floor Plan Name :

| OFFICE [v] - ==

Site Code : . e / m:g =1
| oFFa | _' ’ v

ALARM MONITOR® : ‘

— — Transaction View =
O Stop (W]

l Pulse Door ” Security On || Security Off II Aknowledae—;;iarm

Live Cam Playback

— 2014/10/13 08:30:17
MAIN DOOR

Transaction : Controller Down

Name :
Card No : FFFFFFFFFF
Site : OFFA




Monitor
Online




Monitor Online

Live Transaction

4

g Live Transaction

Filter () [m] Stop (W) Acknowledge All Alarm Event [% Alarm Manual Entry [
Date & Time [ Controller Card No Name Facility Code Transaction
o 2014/10/13 16:59:20 OFFA EMERGENCY FFFFFFFFFF Controller Down
1 2014/10/13 16:59:12 OFFA EMERGENCY DOOR CONTROLLER FFFFFFFFFF

Controller Down

4 o

TP
s | [ itpested: | swovessesom[[smmcam | e | [maconownm Fime Refresh: |1 Seconds ]
T M3 Site Code: | [-]
\ 189 Controller: | '
| =
Transaction : Controlier Down Show Alarm Only:
Name : FPopup:
I CFFFEEFFEE
C'ardNo: Pr_F, i Sound:
Site OFFA




Monitor Online

Alarm List

Filter (¥) k] Stop W) Acknowledge Al Alarm Event [ Alarm Manual Entry [
Date & Time i Controller Card No Name Facility Code Transaction
o 2014/10/13 17:19:55 OFFA EMERGENCY DOOR CONTROLLER FFFFFFFFFF Controller Down
‘1'.' 2014/10/13 17:19:52 OFFA 139 FFFFFFFFFF Controller Down
‘.;.' 2014/10/13 17:14:46 OFFA EMERGENCY DOOR CONTROLLER FFFFFFFFFF Controller Down

Card User Monitoring

Filter (3) > \ Stop M| ’ ’ Refresh &
Location BARRIER CONTROLLER Date Time 2014/10/07 15:48:35
Valid Entry Access
Name SELVI Department TECH
Card No 0000039158 Position Normal Staff
Staff No 001 Company KLA TECH
Location BARRIER CONTROLLER Date Time 2014/10/07 15:48:33
Valid Exit Access
Name SELVI Department TECH
Card No 0000039158 Position Normal Staff
Staff No 001 Company KLA TECH




Monitor Online

15

Site: | | | Controller: | u i

#* IP Address Controller 1D Status

& 189 OFFA 192.168.0.185 0 Offline -
@ ALARM CONTROLLER OFFA 192.168.0.51 a Online -
@ BACK DOOR CONTROLLER OFFA 192.1658.0.44 1 Online -

Shows whether the controller is online or offline the system



Config. Events

Settings

o ¥ Ewent setting and notification.

A . g
s pdcaliSetings Acknowledge alarm [l =rroo00 = O | |
m Controller Control Hlarm Activated [ B = =
s Controller Alarm & IO Control Alarm Diszble [ ETT I - a O
n Card Utility Alarm Enable Il 2000000 H O o o
m Download Utility - Alarm Normal [l <000000 B O O O
m Upload Utility ALARM TYPE OUTPUT OFF B 000000 H O O 0
m RAFID Reader Bit Configuration ALARM TYPE QUTPUT ON B 000000 B O O O
m LCD Message Control Alarm Zone Activated B #rroo00 H O O
m | Event Configuration Alarm Zone Deactivated [ 00FFo0 H O O O
= System Setting AntiPassback Entry [l =Fro000 H O O

To facilitate monitoring, we can set so that when an alarm occurs, a pop-up
Is displayed on the screen along the local sound. Besides the possibility to
send an email and SMS to preconfigured people.



Config. System

General S=tting

— Facility Code

Enable Facity Code: | |

Faility
Fagity Cede 1= (000D | Code  |0D0D |
x
« | Tool & Settings Facility
\ = Facilty Code 0000 | Code  |0000 |
fi-
m Controller Control Fasilly
Facilty Coge 3 (0000 | Cade 0000 |
m Controller Alarm & IO Control ..
m Card Utility | | Fadiity | |
. Fadility Code 4: 000D Code  [DDDD
m Drownload Utility - - 5

m Upload Utility
m RFID Reader Bit Configuration
m LCD Message Control

— CCTV & Video Integration Mode
‘ideo Server Type: | NULD H

 Biometric Device

m Event Configuration
II System Setting I Biomtric Model: | ZK I

— User Login

Number of day to change passwond:
Number of time to retry login : I:i

Each site can have up to 8 facility code.



Config. System

.

Control Panel

‘ Email Notification

System Preference and Configuration

— SMTP Mail Server
SMTP Server: ‘mail.cl-csssh.cur
& r Tool & Settings Outgaing Port: ‘58? ‘
. T ) 7
a Controller Cantrol Authentication Required: Required 55L:
m Contreller Alarm & I© Centrol Username: ‘tw@cmnmm ‘ Passward: """
m Card Utility .
m Download Utility - - Email Account
m Upload Utility Send email to below receipient(s) when alarm event detected.
m RFID Reader Bit Configuration Email 1: ‘juhnng@falcu-ecum.cun
m LCD Meszage Control .
. . Email 2: ‘
m Event Configuration
= [System Setting | EmallB:‘
Email 4: ‘
Email 5: ‘







Informes

(e

Informes
Categoria : | Historice de Transacciones | - | Categoria = Categora Acceso 3
s o °
. - Informe de Tarjeta Informe de Niveles de
. .. Informe de Empleados 3
H|5ton|::|_::| e Ubicacion Informes ’ Temporaria Acceso
Transacciones
Categoria : |[|-||:.:.r|-|-“3 de auditoria |v| Categoria : |[nﬁ:|rme de Zonas Horaria |'|
g “® o® \ o® \
L Informe de Alarmas . Informe de Config.
Informe de Auditoria s e Informe de Zonas Horaria Horario
Categoria : | Control de Asistencia |"’| Categoria : |[nfurme de Entradas Manuales |V|
oP @ g
Informe de Control de Informe de Entradas Informe de Resumen de
Manuales Entradas Manuales

Asistencia



Additionadl
modules




Global Antipassback

Group Access Mo:® |Ul n

Site Code: | | = |

Controller Description Site Code
] ALARM CONTROLLER TEST ALARM & L/O OFFA
] EMER-2 OFFA
AntipassBack: Ul |"|
¥ MAIN DOOR TESTING DOOR CONTROLLER OFFA

m Group Controller Access Level

m Group Lift Access Level

" i t |1 n
m | Group Global-Antipassback Global Antipassback Group |

m STOUD TITE AarT
m Group Delete Card

m Group Emergency Card



Controladoras

Fire Alarm: Enable

@ Group Management &

» Group Controller Access Level

m Group Lift Access Level
» Group Global-Antipassback

m |Group Fire Alarm

m Group Delete Card
» Group Emergency Card

Fire Alarm

Group

Access | 01 u

Mo:*

Site | | |

Code:

W Controller Crescription Site Code

189 OFFA

|:| ALARM COMTROLLER TEST ALARM & IO COFFA
BACK DOOR TESTING

[ BACK DOOR CONTROLLER CONTREGLLER OFFA

(@ Data Saved. Download Group Access To Contoller ?

[ oK ] [ Cancel ]




Group Delete Card

Group Controller Access Level
Group Lift Access Lewvel
Group Global-Antipassback

Group Delete Card

u
u
u
m Group Fire &larm
u
u

|Gru:up Emergency Card |

Controller List |

Site Code: | | |

189 OFFA
ALARM COMTROLLER TEST ALARM 8 I/O OFFA
BACK DOOR CONTROLLER BACK DOOR TESTING CONTROLLER OFFA
EBARRIER CONTROLLER BARRIER TESTING CONTROLLER OFFA
EMER-2 QFFA

Feature only applies to controllers enable at Auto delete group. When the
visitor card to deposit in the ballot box, it will be automatically deleted from
the system.



Integration
with Face
Recognition




Integration with Face Recognition

0N

Control Panel

£

Add new face device and fill
the information like below.
The default password is:

Cescription:™ |

r .l
& Face Device -
I = Face Device I
= Face Accass Lave
12345678
J Details | Metwork Configuration
Drevice Mame:™ |Main Entrance |
|
Unit No:= | |

Site Control:* |
10 Address:  |192.168.0.150 |

Password: |"l||'ll'll

Server URL: | http:/f152,168.1.9:80/VaultSite

Device Status : [ Active

— Time Zone

Device Time Zone: |Asia/Kuala_Lumpur |'

4



Integration with Face Recognition

— Controller Configuration

Release Time (ms) : |5IIIG

| Multi-Face Detection:

Recognition Distance: |ND limits

|" Recognition Score:

Recognition Interval: | o

Stranger Detection: o

Stranger Voice Mode:

Stranger Threshold: | 3

|Recc|gnize Multiple Faces |1r

g0 =

|Cu stomize |T

|' Stranger Voice Customization: |Stra nger |

Voice Mode:
Display Mode:

Livenass:

|Elrna|:||:ast MName

| - ‘\oice Customization:

|II:I'|5|:||aw5.r Name

|' Display Customization:

o

Wisgand Output:

[wG26 User ID |~

192.168.0.150 :

Details Metwork Configuration |

Fill the face recognition setting like

‘ you needed

Set Network Setting. 5

— WIFI Network

— LAN Network

1P Address: | 192.168.0.150

| S51D: |

Subnet Mask: |255.255.255.0

| Password: | |

| 1P Address: |192.168.0.150 |

Gatevay: |
DHS: | 235.255.253.255 | Gateway: | |
DHCP: DNS: | |
DHCP:
‘ Need to connect the network cable

first before setting up WIFI



Integration with Face Recognition | WLT

Group Face Access Level

J Arcess Level Satting |

_@i; g, S S N
& ;% N
r 4 ) "\&-’9;;
> ey,
" a 2

r .l

A Face Device

el

= Face Device

I = Face Access Leve

£

Create new Face Access Level

Group Access Nor™ |Dl

Drescription: | Frea Access

= Face Device | Time Set

7 test face |01




Integration with Face Recognition

Card User

Card User List

@ Mew Card & Bateh fdd [ Edit B Doless o= Dok

Site Code o ¥

J Card =, ¥ | Name L
| || | [

~ Site Code: BASS Philippines

0000012121 =3

¥ 0000012345 joe
0000123432 da
0123456789 jojo

0168028730 tast user 1

Edit existing user to register face



Integration with Face Recognition

Card Profile
| Card Info [ Employee Details Access Leval Custom Fields

e Upload ‘&l Scan

€ upload (& Scan
Card Mox®  [0000012345 |

Hame:® 1o2 Card No:* | 0000012245 |
Site Code:™ Name:* hae
— Card Properties Site Code:* | =
Card Type: |N0rma| Card - — Card Properties
Card Fin Mo:* a . [EY "~ ‘“hentication: |FP |' Card Type: @EE[@ 1'
. Sasy vt (Nem e = ) T ) ] - —
Bypass Antipassback: En; Enable Card Pin No:* 1o |  Biometric Authentication: |FP .-
Guard Tour Card: En: ¥| Enable Bypass Antipassback: Enable Alarm Card: Enable
Face Access Level: Mone _avel: |DO - Mo Access Rack Zone |v Guard Tour Card: . Enable . Card Status: , ¥ Enable .
Card Expiry Status: ¥ No ard Type: Enable Face Access Level: |Non= |*  Rack Access Level: |00 - No Access Rack Zone |»
Expiry Status: ¥| Non Ex Ei ncy ype! Er
Bypass Holiday: = s |Master Card |' Card Expiry Status Jon Expirad mergency Card Type ,_,_,Eb!i
8 Holiday: Enable : Master Card »
Expired Date (dd-MM-yyyy): HMS): | YpasKnCICRY ot Dual Card Group }:\)
Exoi (dd-MM-yyyy): Expiry Time (HMS):
Car Park Max Spot Group: Mane ao |' Expired Date (da-Mityyyy) o ey Tima (HWG) ooj[
3 : ne - % : -
_ Attendance Control ) Car Park Max Spot Group: | Canteen T2Z: \V
] — Attendance Control
Q) System P EE———
¥s! Cataw  TANe O System |Normal =
— Other : ot
Flear Na: I: | Floor No: | 4 Unit No: ‘ 1
Plate:  |B1570PQE | Parking Lot Nex | Plate:  |B1570PQB ‘l Parking Lot Not | |

Scan the Face Image via webcam or Save and the information will
upload from PC simultaneously download to controlller and
Face reader



Integration

with
License Plate
Recognition




Integration with License Plate

Recognition

0N

Control Panel

. Video Camera ~

= Camera Server

= Camera List

» Live Feed Monitoring

| = Car Plate Integration |
Car Plate Binding 3

Access Controller:™ |Carn test | -
Description:* |ca mera |
Camera Brand: |H]K |v Direction: |Entry |-
Site Control:* |
— Camera Network Setting

1P Address:* |132.168.1.64 | port Ne:= [s081 |

Login ID:* |admin | Passwaord:® |Sap123-:|k |

Save Cancel




Integration with License Plate

Recognition

=

2

Card User

Card User List

@ Mew Card & Bateh fdd [ Edit B Doless o= Dok

Site Code o ¥

J Card =, ¥ | Name L
| || | [

~ Site Code: BASS Philippines

0000012121 =3

¥ 0000012345 joe
0000123432 da
0123456789 jojo

01580287320 test user 1

Edit existing user to register License
Plate Number



Integration with License Plate

Recognition

Card Profile
] Card Info ‘ Employes Details | Access Leval Custom Fields

Q Upload \&l Scan

Name;*

Site Code:®

— Card Pre

Card Type: |-
Card Pin No:* |  Biometric Authentication: FFB ‘f’
Bypass Antipassback: Enable Alarm Card: Enable
Guard Tour Card: Enable Card Status: ¥ Enable
Face Access Level: ENDﬂE |*  Rack Access Level: IOO - No Access Rack Zone |+

tus: ¥| Non Expirad Emergency Card Type: Enable

ter Card

Card Expiry Sta

Bypass Holiday: Enable Dual Card Group: \A’-'i
Expiry Time (HMS): [

Expired Date (dd-MM-yyyy):
5/ Canteen TZ:

Car Park Max Spot Group:

— Attendance Control

‘ O System ‘:Elormal |=
— Dther

£t e 1. Unit No: ‘ ‘
I-’-'Zate: |B1570PQB =I Parking Lot No: | |

Save and download to controller



Integration
with CCTV
NUUO




Integration with camera " \ﬂ\ULT

CCTV integration module is not available in the free versions of Enterprise Vault. For
integration, check if your license is already activated and follow these steps:

Copy the folder SDK NUUO found within the Enterprise Vault installer to the root C: \

%] nuclientengine.dll

| nucodec.dll

=

. Data |% nuproc.dll
. DLL File |% NuRawPlayer.dll
. FIPSIIS ) ActiveX |%| PBActiveX.ocx
. Framewaork , Cab |# RecordLibrary.dll
. HotfixSite 1.0 . ActiveX - . Document - |%| RecordSndDIldll
. IPUTILITY » | C++&UCE . Sample Register
. NUUO_SDK_v2.5.1_0Oct_2012 J Source |%| SoundRecorder.dll
. SOLEXPRESS & -0.
. TransactionServer ACTIVEX g zlsjtaillidtllld”
| Web For each Enterprise %) TalkAudioCodec.dll
Vault Client must be UnRegister
NUUO SDK configured that way for
integration with CCTV.

run the REGISTER.BAT



Integration with camera v, I 'LT

Make sure the Web.config file is configured correctly.

<appSettings>

<add key="ReportMaxDays" wvalu

<add key="conn5tr" value="

I

:IIEBII‘IIF:}
=r=_.\SQLEXPRESS;uid=sa;pwd=passwi@rdl234;database=DataDBEnt" />

<add key="CamServer" value=s

IINII

/>




Integration with camera \I\ULT

Integrating video only works in Internet Explorer, so we must enable all ActiveX,
disable popups (pop-up) and include enterprise Vault in the list of trusted sites.

To set up that way, open the Tools tab of Internet Explorer and click Internet Options.

Opgdes da Internet &lﬂ_hj
I Conexdes l Programas l Avancadas
I Geral | Seguranca | Privacdade | conteido I

Selecione uma zona para exibir ou alterar as configuracdes de seguranca.

@ & v O

Internet Intranet local Sites confidveis: Sites restritos

o —

; V4 Esta zona contém sites que vocé
ﬂ 0/ acredita que ndo danificardo o
computador ou seus arquivos.
Ha sites nesta zona.

Nivel de seguranca desta zona

Personalizado
Configuragdes personalizadas.
- Para alterar as configuracdes, clique em Nivel
personalizado.
- Para usar as configuracdes recomendadas, clique em Nivel
padrao.

|| Habilitar Modo Protegido (requer a reinicializacdo do Internet Explorer)
[ Nivel personalizado... ] [ Nivel padrdo ]

l Restaurar o nivel padrdo de todas as zonas l




In the MAIN CONSOLE software, check if the network services and have begun
recording:

Susanmy %0
Vo

=

Playback
Remoto

[E

Servo IGPP

(&l

Estacho Remot

Gerencamant:
Cantral

Principal | Linsta Branca / Negea | Desempenio |

Contagem de Centzs 0 Derudar | | Osarubar Todos
Estage # Cimena Bits por sagun
Senice ——
Status do Senidor. Executando froe | Paar |
Opgdes
| 5150 =
=4
[&
F l‘_"-f\:‘tf--“ 1 ©w
[
'« Ok | | X cancetar|

Streaming a0
Vo

Servigo 3GPP

5]

Estagzo Remot

Gerencamenty
Centrad

Pingpal | Linsts Branca ) Megra | Desempento |

Contagem de Usudrios 0 | Dembar | [ DemuverTosos |
P Usuario Bits por Segun

Senico

Statys do Seridor Executanco T Parar |

Opgles
S84 Fadr

-

- Y Playtack log [}
:./ oK X Cancetar




Video Server

Dretail

Integration with camera

Video Camera

m |Camera Server

m Camera List

m Live Feed Monitoring

Standard Port

/1

/

Cam Server NMame: |NL.|L.|D SERWVER

/

IF Address: [192.168.0.145 |
Site Code: | | |
Live Wiew Port: |5150 | zla::rbacl-c |51EG
ort:
Aunthentication
|7II_I§‘:IE|“-I admin Password: |.....




Integration with camera

Important: Camera names can not be changed!

Video Camera

®m (Camera Server

m |Camera List

m Live Feed Monitoring

Cameara

| Crmtail
merm sevvers [rumoures e [T]| 4 Getcemera st |
Camera Name: | e =]

AN

Cameras video server




Integration with camera " \ﬂ\ULT

Important: We can have up to 3 cameras Associated input
and for output.

192.168.0.51 :
Controller Details Setting Metwork Configuration | Camera Setting | | 10 Config |
Entry Camera: |Hotel_1 he |Nu|l |v | |Nu|l |v |
Exit Camera: Hotel_1 ZI |Nu|l |v | |Nu|l |v |

Video cameras server for input and output.




Integration with camera V\ULT

To check the operation, click on the online transaction access in / out of the door and
set the Video option select Live or Recorded Video.

Visualizacion de Transacciones

Registro Rapido Limpiar AntipassBack Reconocer Alarma Video en Vivo Video Grabado Comparacién de Video

2014/03/24 20:19:06
Puerta 01

Transacciones: Wrong Time Zone

Nombre: Fernando o
No. Tarjeta 0007300798

Sitio : SP Visualizar el Plan de Piso

Staff No : NRIC : ONLINE
Department : Engenharia  Mobile No :

Joining Date :24-ago -2014 Age: 5

Also Integrated transaction
history!

PLAYBACK

NOTE: For best playback performance camera must be set to always
record.



Integration
with ISS




Questions?




Thank you!




Attendance
Report

Sefting Work Time For Attendance | " H ULT

1) Working Time Configuration

Every card user are linked to the specific work time mode like below , for the calculation of
attendance report purpose.

0 System |m v

To start using attendance control , you need to configure the Working Time .

Under the Control Panel > Time Attendance > Work Time

By default system come with a default setting (Normal Work Time) which preset the system with
standard working time . Eg :Office Hours , Monday to Friday , 08:30am — 17:30pm

Work Time
General Waorking Hour Lunch & Breaktime

Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Time In 08:30 058:30 08:30 08:30 058:30 00:00 00:00
Time Cut 17:30 17:30 17:30 17:30 17:30 00:00 00:00
Work Day L] L]
Next Day [ ] [ ] ] [ ] [ ] [ ] ]
Time Out 01 w| 01 | (01 | (01 w| (01 | 01 | (01 |




Setting Work Time For Attendance | | WULT

Attendance
Report
General Working Hour Lunch & Breaktime
Work Time Mame:™ | Normal
Description: Mormal
Site Code:
Time In: 15 Time Out: |15 -

4 k| |4

Minimum Lapse Hour: |0

Auto o Mone

Minimum Overtime: |0

At General tab, you can find the normal setting like Work Time Name and Description.

Grace Period ,here is the option where you could allow discretion period in late-IN or early-OUT.
When an employee who supposed to check in at 8:30am checks in at 8:45am, or

checks out at 5:15pm when the time of check out is 5:30pm, the short in time is not

considered as lateness in the overall report, if you put its Grace period at 15 minutes.

If the grace period is 15 minute, the check in time at 8:46am will be considered as 1 minute late.
preview in the report.

Time In will set the lateness time and Time Out will set the early out time.
Minimum Overtime (in min) will determine when it is consider as overtime limit.

** Make sure Server 24/7 turn on for attandance time accuracy
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Aftendance

Report

Work Time
General Working Hour Lunch & Breaktime

Monday Tuesday Wednesday Thursday Friday Saturday Sunday

Time In 08:30 08:30 08:30 08:30 08:30 00:00 00:00
Time Out 17:30 17:30 17:30 17:30 17:30 00:00 00:00
Work Day [ ] [ ]
Next Day [ [ [ ] [ [ [ ] [ ]
Time Out 01 w| 01 | (01 | (01 w| 01 | 01 wv| (01 |

Under Working Hour tab, you will see the Time In ,Time Out, Work Day, Next Day, OT Type this is the area where you
can configure the working time in the weekly basis.

Time In Time start to work.

Time Out Time end to work.

Work Day Check it for working days or uncheck it for non working days.

Next Day Use this option for those working time start at late / night shift / over
night where the attendance the part involve for the second day
calculation. Eg : Work from 10:00pm — 06:00am

OT Type By default , system predefined with OT Type = 1, OT Type can be

category from 1 — 4. Company who intend to use or category out the
OT type for different user type can make use of this OT Type to
differentiate out . It will appear as OT 1, OT 2 ,0T3 or OT4 when using
generate the OT report.
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The diagram below shows the further details in setting the Grace Period, Working Hour and

Minimum Overtime.

IN OoUT
A Working Hour A

Grace Grace Minimum

Period Period
 Late . Early Overtim :

First Entry Last Exit Time
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2) Manual Entry

Go to Control Panel > Time Attendance > Manual Entry

Here is where the operator / system admin can register or add in the transaction manually in
case the system need extra manual transaction or staff forget to swipe the card for attendance
purpose. Under Manual Entry Form , select New to add in the new record. Record added
(Valid Entry / Valid Exit) will be take place in calculation under attendance report.

Manual Entry Form

Detail

Site Code:

Date: 17-03-2015 - Date To: | 17-03-2015 -
Time: 00:00:00 . Time To: |23:59:59
Card No:

Staff Mame :

MNRIC:
Department:

Transaction: |Walid Entry Aaccess -
Reason: Mormal Transaction -

Remark: Forget to swipe card.

E Sawve #® cancel
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3) Attendance Reason

Go to Control Panel > Time Attendance > Attendance Reason

. &
15 Time Attendance »

» Work Time

. Attendance Reason

» Manual Fnfrv

The Attendance Reason will display or appear in Manual Entry Section only. Operator / System
Admin can manage all the Reason profile under this section.
Eg : Forget to bring card , Oversea Training and etc.

Late Reason List

0 Mew [ Edit ¥ Delete "B Pdf & ¥s

Drag a column header here to group by that column
Mo ¥ | Code ¥ | Description
1 Mormal Mormal Transachion
2 M Medical CheckUp
3 AL Annual Leave
4 MPL Mo Pay Leave
3 MNPH Mo Pay Hour
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4) Attendance Report

To view the attendance report, go to Report > Time Attendance Report

! ime Attendance x | >

oo

Time Attendance Report

Select the report you want to view and input the criteria for report you want to filter. See screen
capture below for the report type available.

|
‘ @3 Attandance Report

Heport Type: |Daily Report | =

Report Nema: |mmm: [=]
| Daily Complate

| Daily tneomplete [
[ I

Report 3y:

Daily Lateness
| Daily Early Out
Daily Absentes
Daily Overtime
Daily In Out Gummary

Date From: |7-02-2015
t

Site Code

Card No Al Card
[

Door Controller: ‘A" Door
Company Name: | All
Department: | an

@ Geioct| 3 Reset|
| |
‘i‘gr :f.ul:c(] = nnm:‘

Mack
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Report Window Tool Bar

Tussday, March 17, 2015

Daily Complete Report

Site Code: MORUMELI

Date : 17/03/2015 To 17/03/2015 Company : All
Card : All Card Department : All
Date Department Card No Name Staff No Time In Time Out
a Search the content in the report
b Print the report.
C Print the current page
d Page Navigation. Navigate and select the page you want to view.
e Export the current report to the document type you want. (PDF,Excel,CSV,HTML,RTF)
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Daily Report — Report type

Daily Complete Daily staff attendance with In and Out record. Transaction for both valid entry and valid exit.

Daily Incomplete Daily staff attendance incomplete with In or Out record. Eg : Entry record found but without
Exit record.

Daily Lateness Daily staff attendance with lateness

Daily Early Out Daily staff attendance where the staff left early or back before the end work time.

Daily Absentee Daily staff report for those who are absent

Daily Overtime Daily staff Over time report.

Daily In Out Summary Daily staff In & Out records summary report.

Monthly Report — Report type

Attendance Checklist
Attendance Summary
Staff In Out Report
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Spec

Application Server - Server Transaction Service and Enterprise Vault Pro

Memory Operating System
RAM Recommended

controllers Processors' (upper)

Storage***

Intel Core I15-3570K @ 3.40Ghz
< 10%* Intel Core 15-3550 @ 3.30Ghz 4GB Windows 7 Professional (x64) 250GB
Intel Core 17-3615QM @ 2.30Ghz

Intel Core I15-3570K @ 3.40Ghz
11 - 30* Intel Core 15-3550 @ 3.30Ghz 4GB Windows Server 2008 R2 (x64) 250GB
Intel Core 17-3615QM @ 2.30Ghz

Intel Xeon E3-1280 @ 3.50 Ghz
Intel Xeon W3680 @ 3.33Ghz
31-90 ** Intel Core 17-970 @ 3.20Ghz 8GB Windows Server 2008 R2 (x64) 500GB
Intel Core 17-2700K @ 3.50Ghz
Dual Xeon E5620 @ 2.40Ghz

Intel Xeon E5-2670 @ 2.60 Ghz
> Q9 ** Dual Xeon E5-2670 @ 2.60Ghz 16GB Windows Server 2008 R2 (x64) 17B
Dual Xeon E5-2640 @ 2.50Ghz

*For sites with up to 30 controllers can use a single server for database and application.
*** For sites with more than 30 controllers must use a server to the database server and one for the application.
o*** Disk capacity must be topic under analysis case by case.




